Why your anti-virus software is no longer good enough
The world of viruses took another turn for the worse in September 2014. The CryptoLocker virus
appeared in October 2013 and was the first to actually encrypt all of the data on your computer and
demand a hefty ransom to get your data back.
Probably more importantly, Ransomware and other dangerous malware began using Crypters to evade
traditional anti-virus software. Crypters are a new tool that change the signature of a virus payload.
Traditional anti-virus software products use “signatures” to identify a threat about to attack your
computer. Crypters are now readily available on the internet, and the Cryptowall authors are using
crypters to change their payload signatures more frequently than the anti-virus companies can keep up.
Because of this, the traditional anti-virus products are not stopping the most dangerous modern
malware. I have personally seen enough local businesses get hit for me to literally lose sleep over it.
To make matters worse, the Cryptowall authors also began purchasing banner ads to spread their virus.
Using Flash and Java vulnerabilities, Cryptowall began infecting computers that simply visited web sites
like yahoo.com, aol.com, and match.com (no clicks required). Basically, this means that visiting any
legitimate web site that has banner ads can cause your computer to become infected. Again, you do not
have to click on anything. Simply visiting a site is enough to get your computer infected.
The end result is we all need another layer of protection to protect against Cryptowall, and the copycat
viruses that are sure to follow. The best product to help keep computers and data safe is offered by a
company called OpenDNS. The best OpenDNS product for home users is called “Prosumer” (go to
www.opendns.com, click on “Consumer”, then scroll down to the “OpenDNS Umbrella Prosumer”
section and click on “buy now”. This product adds vital protection against the newest, most dangerous
viruses. OpenDNS uses internet traffic patterns to differentiate between normal good internet traffic,
and internet traffic used to infect computers. When they detect bad traffic, they block it to keep your
computer safe. Additionally, OpenDNS understands the internet traffic used to communicate with the
Cryptowall encryption servers, and they block that traffic. So even if your computer gets infected, there
is a good chance your data will not be encrypted. I am now using Umbrella for all my clients, and we use
Umbrella to block banner ads as an additional protective step.
It is my strong opinion that traditional anti-virus software is no longer capable of stopping the newest
and most dangerous viruses. Additional tools, such as OpenDNS Umbrella, should be used for all home
computers as an added layer of protection against the newest, most dangerous, viruses.
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